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CENTRAL INTELLIGENCE AGENCY

Office of Legislative Counsel
Washington, D. C. 20505
Telephone: | |

30 July 1976

AT

TO: .
. Mr. Fred Asselin . )
Senate Government Operations Committee

3308 New Senate

Attached is a draft report of the
development of the security programs for
our computer systems which we would incorporate
in our written response to your letter from
the Committee.

Your_comments will be most appreciated.

AT

Assistant Legislative Counsel

Attachment
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The Central Intelligence Agency has been aware of the
risks associated with automatic data processing (ADP) and
computers from their initial application within the Agency.
~to the present. 'This awareness was, and continues to be,
based on the potential 1oss/disclosure, manipulation/
change, or accidental/malicious destruction of National
Security information or the software and hardware used to
process or store this information. The DCI is charged with
the protection of this information by various legislationms,
Executive Orders, and other appropriate fegulations and
directives. Examples of these are: the CIA Act of 1949;
The National Security Act of 1947; E.O. 11652; E.O. 11905;
The Privacy Act of 1974; and National Security Council
Directives.

The Agency's computer security program was formalized
in 1967 as a unique security discipline and has advanced
and grown with the advancement and growth of the Agenéy's
computer operations. The underlying and fundamental goal
of the Agency's security program 1s the-protecfion‘of
information. The computer, as a processor or handler of
information, must, therefore,'be protected at the same

level as the information it is processing. In addition,
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high security standards are required because of the storage
and availability of large quantities of informafion within
a computer system and the relative ease with which this
information can be retrieved or manipulated. The Agency's
computer security program has evolved as a combination of the
traditional security concepts of Personnel Security,
Physical and Technical Security, and Procedural Security
with the concepts of Hardware, Software, ahd Data Security.
These concepts establish personnel integrity, legiti-
mate and authorized access to information and its use, and conversely
protection against unauthorized or illegitimate use or
access.,
Some specific security features of our computer security'
program are:

1. Only personnel having an Agency Top Sécret
clearance and specific and legitimate need, will be
authorized to access or use Agency computer resources.

2. Security features in comﬁhter hardware‘and
software are applied tb restrict the computer user
to his legitimate and authorized needs

3. Security indoctrination ahd education of all

employees is a continuous process.

.Q
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4, Computer security policy has been established
and 1is operational..

5. A high level of physical security is maintained
throughout all Agency installations, with computer areas
receiving additional protection.

6. The security posture of Agency computer
operations is under continuous scrutiny by a group

of professional Computer Security Officers.

3
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In addition to the computer security program at CIA, an
ADP Audit Staff, reporting to the Inspector General, was
established in 1969. Initially, the attenﬁion of this Staff
was focused on automated computer systems in the administrative
areas of CIA. Examples of systems of major concern are payroll,
general accounting, inventory control, and personnel. This
Staff now plans to extend its audits to all major computer
systems in CIA. in addition to periodic reviews of indiviual
systems, the ADP Audit Staff conducts audits of individual
computer installations in CIA to ensure proper management con-

trols over computer technology.

Discussions with ADP auditors and managers in private
industry and other government organizations, including GAO,
have convinced us that CIA's approach to ADP auditing is cor-
rect. The ADP auditor at CIA monitors computer systems during
design and development as part of a team. This team includes
the end user, the ADP professional, and the ADP auditor. CIA
auditors and ADP professionals agree that it is more difficult
and expensive to correct build-in weaknesses after a system
is operational than to eliminate the weaknesses in the pro-

gressive stages of development and testing.

CIA's program, then, is based on a close working relation-
ship among a group of trained and responsible ADP professionals,

an independent group of computer security professionals, and
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an independent group of ADP auditors. This ongoing program is
continually monitored and improved to ensure that it remains
effective. CIA is confident that this program provides reason-

able safeguards against the computer abuses covered in the

recent GAO reports.
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Honorable Abraham Ribicoff
United States Senate
Washington, D.C. 20510
Dear Senator Ribicoff: .

In response to your request for Central Intelligence
Agency assistance to the Senate Government Operations Com-
mittee investigation into the problems associated with the
use of computer technology in the Federal Government, CIA
representatives met with Committee Investigators Philip R.
Manuel and Fred Asselin. The purpose of this meeting was
to explore how CIA can assist the investigations without
compromising the security methods CIA uses to protect in-
telligence. Naturally, CIA is reluctant to disclose in
detail the security methods it uses to safeguard computer
operations. This reluctance has the same basis as GAO's
reluctance to identify specific installations where it dis-
covered inadequate safeguards égainst computer damage. Such
identification runs the risk that persons would attempt to
exploit the implied security weaknesgsand circumvent explicit
safeguards.

CIA shares your concern in the areas of computer fraud,
computer security, and automated decisionmaking computer ap-

. plications. The enclosed documentation generally outlines
CIA's approach to computer security. I hope it will be use-
ful to your Committee, but I also hope that it will not

result in CIA being used in some way as a model. Much of
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the success we have had in preventing problems in the area
covered by the éhree GAO reports can be attributed to the
fact that at CIA, as in other national security organizations,
computer technology has been introduced into a security con-
scious environment. The overhead of security is one of the
prices we pay for doing business; it is an overhead we have
learned to live with and, to some extent, embrace.

The safeguards and managemeat controls we have applied
to the use of computer technology have their price tags also.
Those which we employ in the interest of national security
may be too expensive for other Federal Government installations
to jusitfy. Without belaboring the point, let it be fully

. . . _ - ol CoTlaf seccirs (,f/ 1S 1mpessib/e

admitted that tight security is expensive, but appropriate

expRostrt To
security is cheap when compared against the,catastrophe asso-

N

ciated with no protection whatsoever.
p NGl
At CIA we have tried to build a balanced system of
7 Thus //9(/’{'"1&1
security safeguards and management controls, esed essentially

[Uﬂ%usen~the general principles contained in AFIPS System Review
£ Q’Fﬁl‘{a &laa‘f“/za,r» For Ay &n 1 2 Date //VWZ'(QQ/‘&" 5[2?,7:,"‘ d

SCeabtty m, toé Aig mre
Manual on Security (1974) ana—*{ nﬁ%rd aﬁdiéfﬁg pra% ices.
)
»CIA endorses your Committee's efforts to make Federal managers

,9rﬂ§'/"ﬂ ™
aware of the need for such a system.

Sincerely,

Attach: a/s
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15 SEP 1976

MEMORANDUM FOR: Legislative Counsel

ATTENTION ol

FROM : Robert W. Gambino
Director of Security

SUBJECT : "Problems Associated With the Increasing
Uses of Computer Technology in the Federal
Government'" -- Preparation of a Draft CIA
Response to the Senate Government Operations
Committee

REFERENCES : a. Letter to DCI from Senator Abe Ribicoff,

dated 21 May 1976, same subject

b. Letter to Senator Abe Ribicoff from DCI,
dated 4 June 1976, same subject

c. Letter to from
Mr. Fred Asselin, dated 3 August 1976,
same subject

d. Letter to from
Mr. Fred ASSeIim, dated 4 August 197/6,
same subject

1. Attached is a short draft paper concerning the
Agency's Computer Security Program which the Office of
Security has prepared. This paper is for use in preparation
of a formal letter combining appropriate input from the
Office of Data Processing, the Audit Staff, and the Office
of Security in response to the references.

2. Please feel free to contact my representatives for
further information or amplification of any parts of this
paper.

RODETC W. Gambino

Attachment

cc: AI/DDA 0S6-3991
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DRAFT
7 September 1976

The Central Intelligence Agency has been aware of the
risks and dangers associated with automatic data processing
since its earliest application within the Agency. The
Agency's Computer Security program is intended to minimize
the risks of; unauthorized or accidental loss or disclosure
of classified or sensitive information, alteration or manipu-
lation of this information, and damage or destruction of this
information or any portion of the ADP facility. It is
believed that such a computer security program is a basic
element in reducing the risks of information compromise
and certain aspects of computer mismanagement by restricting
access to computer resources to only duly authorized personnel.

The requirements for the protection of information which
are the basis of the Agency's computer security program, are

found in various Statutes, Executive Orders and Directives.

They are:

To be inserted by O0.L.C. with appropriate
passages

Examples:
N.S.A. Act of 1947
CIA Act of 1949
E.O. 11652
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E.O0. 11905

N.S.C. Directives

Others as appropriate

DCID 1/16 - Classified

H.R. 10-19 - Classified

" The Agency's computer security program was formalized

in 1967 as a unique security discipline with the appoint-
ment of a Special Assistant for Automatic Data Processing
within the Office of the Director of Security. Additional
staffing was provided as the Agency's computer operation
advanced and grew. At the present time, the Information
Systems Security Group of the Office of Security develops
and promulgates computer security policy, assists in imple-
mentation of this policy and, through a continuing review
of computer operations, acts as an enforcement body. The
Information Systems Security Group is staffed by both
professional security officers and professional data
proéessing personnel. This personnel mix provides for the
best interchange and understanding of the complex computer
security problems and solutions. In addition, this staffing
for computer security allows responsiveness to the diversity

of computer operations and security requirements.
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The Agency's computer security program is a combination
of the traditional security concepts of Personnel Security,
Physical and Technical Security, and Procedural Security,
with Computer Hardware, Software, and Data Security.

These concepts and their implementation result in a
selection of personnel with high personal integrity com-
bined with procedures establishing legitimate and authorized
access and use of the computer and its resources. An
underlying and fundamental goal of the Agency's security
program is the protection of information. It should be
noted that computer security is but one aspect of the
Agency's overall security environment. The computer, as a
processor or handler of information, must therefore be
protected at the same level as the information it is
processing. In addition, high security standards are
required because of the storage and availability of large
quantities of “information within a computer system and
the relative ease with which this information can be
retrieved and manipulated without appropriate controls.

The unique mission and environment of the CIA has

required the establishment of high security standards for
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all its activities to protect these activities from hostile

penetration or destruction. Some specific security features

which are supportive for the computer security program are:

1. Personnel
Historically, the Agency has always placed

a great deal of emphasis on personnel security.
All applicants are subject to a background in-
vestigation and polygraph examination to estab-
list that they meet Agency security criteria,.
These criteria require that all employees be of
"excellent character, and of unquestioned loyalty,
integrity, discretion and trustworthiness."
Information taken into consideration in deter-
mining whether an individual meets these stand-
ards is based on, but not limited to, the require-
ments outlined in Executive Order 10450. 1In
making security clearance determinations, no one
event in a person's past is viewed in isolation.
The person's entire record is evaluated, and a
decision is made based on the totality of that
record, rather than on a specific incident which

may or may not have been out of character with
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the rest of this person's conduct. Under these
procedures, all personnel hired by the Agency
meet the requirements for a Top Secret clearance.
This guarantees a high standard of personnel
security for all employees used in computer
operations by the Agency. Additionally, the
Agency has a program under which employees are
periodically reinvestigated to confirm that they
continue to meet the same high standards as
when they entered on duty. A final point is
that the Agency personnel security program
applies to all employees, no matter what their
grade or position. This ensures that there is
no one group of employees which is any more
vulnerable to security compromise than any other
group.
2. Physical Security

The Agency maintains a high degree of
physical security protection for all its installa-
tions. Physical security can be viewed as pro-

tective rings or barriers surrounding an asset.
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As the value of an asset or, conversly, the
assessment of a perceived threat varies, so will
the strength of the physical security of the
assets. The nature of a computer facility in
both value of equipment and data, establishes
a high degree of physical security protecting
these areas. Examples of physical security
features employed are; physical locations,
vaulted areas; controlled access, alarms, and
established security procedures.
3. Hardware and Software

Computer hardware and the software utilized
to operate them have been designed to provide
certain forms of self-protection for the computer
system and the data stored and processed by them.
The Agency employs these protective features,
where applicable, as an important and valuable
security tool. As the awareness of computer
vulnerability increases, and with a commensurate
demand for security, it is believed the computer
hardware and software security features will be

emphasized.
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4.  Security Indoctrination
Security indoctrination and education of all
Agency employees is a continuous process. Computer
users are additionally provided security indoctri-
nation through briefings, documentation, and notices
concerning various computer security problems and
features.
Due to 1its unique mission and environment, the costs of
the Agency's security program are accepted as necessary.
The computer security program is an integral part of the
Agency's overall security program, and it is extremely
difficult to cost out this as a separate program other than
on a personnel basis. Overall cost factors would, however,
at a minimum include personnel clearance, physical security,
computer hardware and software, safety and contingency plans,
and personnel costs. These specific costs are dependent
on the requirements for protection of an asset and its worth.
The Agency's computer security program is based on the
value of assets, estimation of the threat to these assets,
and a management committment to protect these assets
against threats. The program is not a static one but
rather could be described as dynamic, attempting to advance
and improve as the computers with which it is involved

advance and improve.
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